
The world 
changes. 
Children 
don't. 

https://www.youtube.com/watch?v=FNSXxf-luKM


Parenting in the 
Digital Age
24 FEBRUARY 2020



Aims and Objectives

• To be aware of current online issues affecting young people

• To feedback pupil survey results

• To gain an overview of the school online-safety curriculum 

• To understand how the school responds to online safety 
issues

• To gain awareness of how to monitor/filter devices

• To know where help/support can be found



/

RH7 priorities

CYBER BULLYING DEVICE ADDICTION SLEEP DEPRIVATION ACCESS TO 
INAPPROPRIATE 

CONTENT

PRIVACY SETTINGS



https://www.commonsense.org/our-impact/

Presenter
Presentation Notes
https://www.commonsense.org/our-impact/



RH7 
Senior 
Survey
Feb 2020



How and 
what are 
children 
accessing 
online… and 
should we be 
concerned?



RH7 Senior Survey Feb 2020



Name 
that app 
& age 
rating



Instagram YouTube Snapchat

Facebook WhatsApp TikTok HouseParty 9+16+

Presenter
Presentation Notes
https://www.youtube.com/watch?v=vAFj3-OMuxU  - snapchat streaks on Loose Womenhttps://protectyoungeyes.com/content/houseparty-app-review-safe/As of May 2018, WhatsApp’s minimum age of use is 16 years old if you live in the European Union, or a country that has adopted the GDPR, as the UK has. It was previously 13. GDPR includes specific rules to protect youngsters personal data. https://www.bbc.co.uk/news/business-43888647https://www.childnet.com/blog/what-is-tiktok-looking-at-the-latest-lip-syncing-app





Roblox Minecraft

Fortnite: Battle Royale
Grand Theft Auto: San Andreas



Online Gaming



Where’s Klaus?

What are 
the risks 
online?

Presenter
Presentation Notes
https://www.youtube.com/watch?v=n59LYRDsZ2w

https://www.youtube.com/watch?v=n59LYRDsZ2w


What are 
the risks 
online?

Content Illegal vs Inappropriate
Violence and hate
Pornography
Pro-eating disorder and Pro-self harm
Indecent images of children

Contact Grooming
Online radicalisation
Online Child Sexual Exploitation

Conduct Hacking
Addiction
Sleep Deprivation
Cyber-bullying
‘Sexting’ (Youth produced sexual imagery)



Presenter
Presentation Notes
https://www.bbc.co.uk/news/health-47026834https://www.theguardian.com/uk-news/2015/jan/12/lewis-daynes-stabbed-breck-bednar-essex-sentenced-chelmsford-crown-court�Breck Bednar was a 14 year old boy, from Caterham, Surrey, who loved technology and online gaming.�He was groomed via the internet and murdered on February 17th 2014 by someone he met online.Molly, 14, from Middlesex, was found dead in her bedroom in November 2017 after showing “no obvious signs” of severe mental health issues.Her family later found she had been viewing material on social media linked to anxiety, depression, self-harm and suicide.Mr Russell, said the algorithms used by Instagram enabled Molly to view more harmful content, possibly contributing to her death. “I have no doubt that Instagram helped kill my daughter. She had so much to offer and that’s gone,” Mr Russell told the BBC.





Do you know how to use the privacy and security settings on the 
online games you play?











educate don’t legislate

“Always use the green cross code because I won’t be there when you cross the road!”



https://www.net-aware.org.uk/

Presenter
Presentation Notes
Click through to Snapchat

https://www.net-aware.org.uk/


Useful websites for help and advice

https://www.commonsensemedia.org/https://www.saferkid.com/

https://www.childnet.com/

Presenter
Presentation Notes
https://www.bbc.co.uk/news/health-46758809



Device addiction

Presenter
Presentation Notes
https://www.bbc.co.uk/news/health-46758809



Presenter
Presentation Notes
Mention RH7 concerns about pupils on phone late at night in their room





How long do you spend online/on the 
Internet (in hours) each day?
DURING THE WEEK: DURING THE WEEKEND:

25% estimate they spend 4+ hours a day online Mon-Fri

42% estimate they spend 4+ hours a day online at the weekend



Recommended 
Sleep Times

• Newborns (0-3 months): 14-17 hours each 
day

• Infants (4-11 months): 12-15 hours 
• Toddlers (1-2 years): 11-14 hours)
• Preschoolers (3-5): 10-13 hours 
• School age children (6-13): 9-11 hours
• Teenagers (14-17): 8-10 hours
• Younger adults (18-25): 7-9 hours
• Adults (26-64): 7-9 hours
• Older adults (65+): 7-8 hours

(National Sleep Foundation)



Y7-13 Sleep Survey 





The grades of students who slept seven hours each night during the exam 
period were nearly 10 percent higher than those of students who got less 
sleep.

Students who extended their sleep duration from six to seven hours saw 
an average increase of 1.7 points (on a scale of 20) for each exam. 

And, yes, the researchers accounted for differences in the students' study 
habits as well as their health and socioeconomic backgrounds.

(Baert et al, 2015)

Presenter
Presentation Notes
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2450423https://www.huffingtonpost.co.uk/entry/sleep-hours-exam-performance_n_5516643?ri18n=true&guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuYmluZy5jb20vc2VhcmNoP3E9c2xlZXArZXhhbStyZXN1bHQmcXM9biZmb3JtPVFCUkUmc3A9LTEmcHE9c2xlZXArZXhhbStyZXN1bCZzYz0wLTE2JnNrPSZjdmlkPUJCQjYyMDA1RjU0OTRFOUNCQkI5MjU0MjUyRDAzRERB&guce_referrer_sig=AQAAAFjsfTBFpIdLkS6DqdnEDxxSzI4F3bw5SW6AWL5RsSt82013 Uni of Belgium study into the link between quality of sleep and academic achievement. Researchers from Ghent and Uni of Louvain in Belgium surveyed 621 first-year university students about their sleep habits during exam period. The researchers then compared the survey results with how the students did on their exams. What was the finding?“All else equal, students who generally got a good night’s sleep performed better on exams,” study co-author Dr. Stijn Baert, a researcher at Ghent University, said in a written statement. No surprise there.But the grades of students who slept seven hours each night during the exam period were nearly 10 percent higher than those of students who got less sleep. Students who extended their sleep duration from six to seven hours saw an average increase of 1.7 points (on a scale of 20) for each exam. And, yes, the researchers accounted for differences in the students' study habits as well as their health and socioeconomic backgrounds.-jhPc3W3XSLd8ozsWuLM7POfMBwdZ61ac2YDKyyAkmFy84Y_5smIru1uGB5F1EFcgcZoUHa96OvpXaiXL8XdeTg47HYSrxFAB8ImEM5MT2Dqxa9wZpotSPj1SepnwpV2



Screen time – Reflect… 
• Is your family's screen time under control?
• Does screen use interfere with what your family want to do?
• Does screen use interfere with sleep?
• Do you/your children know how to set privacy settings?
• Do you/your children know how to report illegal/inappropriate 
content or contact?
•Do you model a healthy relationship with your phone/device?

Presenter
Presentation Notes
https://www.bbc.co.uk/news/health-46758809



https://www.vodafone.co.uk/mobile/digital-parenting



Reporting 
online 
concerns





www.thinkuknow.co.uk

The Child Exploitation and Online Protection 
Centre (CEOP) was set up in April 2006 to 
protect children from online and offline sexual 
abuse and exploitation: 

http://www.thinkuknow.co.uk/






There are lots of positives…

Research shows the outcomes for children are better if they 
benefit from connected technology.



Building Digital Resilience –
balancing the risk with challenge.



Our ‘hands up’ survey in Prep revealed:

Many children are allowed devices in bedrooms. 
The school’s policy is that we don’t encourage devices in the bedroom as it is a place for sleep 
and time to unwind. Whilst at this age it was mainly computer games or a television - as 
children get older they need an escape from social media - by introducing ‘no devices in the 
bedroom’ now, it prepares them for that separation later so they have a safe space.



Our ‘hands up’ survey in Prep revealed:

Age restrictions aren’t always followed at home.
It is vital we take age restrictions seriously. You wouldn’t give a child wine or let a 10 year old 
drive a car so why would we expose them to games and films that are inappropriate. Older 
siblings may be able to watch or play things but if it is not age appropriate for your child then 
we recommend they avoid it for their own mental health.



Our ‘hands up’ survey in Prep revealed:

Some children are left unsupervised with unlocked devices or those where they can access 
the internet freely where they could quite easily see something they shouldn’t accidentally 
or on purpose. 
There are many positives to being online- helping learning, supporting many jobs and day to 
day tasks and helps us to communicate with people around the world. We don’t want our 
children to be scared of the internet but we need to ensure they feel safe to talk to us about 
it and they understand the benefits, risks and dangers so they can make responsible choices 
so it is a positive in their lives and never a negative. 



Children think parents should have device rules, too.

Children wanted their parents to use technology 
moderately.  

They also asked that parents not act 
hypocritically by doing the very things they had 
been asked not to do.

Practice what you preach, stay off internet during 
mealtimes and stick to the same rules you give to 
them.



Control ’Tech Time’ and role model good behaviour. 

 Turn off notifications on apps to 
avoid that constant ‘ping’.

 Buy an alarm clock so you don’t 
have devices in the bedrooms.

 Keep your phone on silent in your 
pocket or bag when you pick up 
the children from school.



Control ’Tech Time’ and role model good behaviour. 

 No phones at the table rule or no 
phones between 6 and 7pm rule.

 Family Tech-free days - have a digital 
detox! Lock your phones away or 
leave them at home!



Communication… 
What does your child do online?
What do they like? What don’t they like?
 Does anything ever worry them?

Listen. Don’t judge. Learn…
 Have open and ongoing conversations about staying safe.
Make sure that your children know they can come to you.

Control ’Tech Time’ and role model good behaviour. 



Prep PSHE and Digital Safety
Relationships

Positive and negative impacts

Age appropriate access
Wellbeing and behaviour

Recognising risks

Looking after devices
Parental involvement

Inappropriate and appropriate sharing 
(permission seeking and giving)



Online Safety 
education

Digital footprint
Personal data 
Secure passwords
Online stranger danger
Cyberbullying
Fake news
How to report a concern
CSE/online grooming
Sexting
Live streaming
Radicalisation
Impact on mental wellbeing



Sexting resources

Presenter
Presentation Notes
Summary of Exposed (10 mins)the film follows the life of a 15 year old girl called Dee;�Dee makes a common mistake undertaken by many teens and sends indecent ph tos of herself to her boyfriend Si;�without thinking of the consequences, Si sends the photos to a friend and very quickly they become public and are distributed via a social networking site, and possibly wider;�as we watch a distressed Dee, she is helped through the situation by her alter-ego to come to terms with the consequences of her actions and learn what they can do about it;�they discuss the cyberbullying caused by the photos, the shame and embarrass- ment of her friends and family finding out, the implications for her future and fi- nally the possible legal impact;�together they find solutions and work out where to go for help and advice. 

https://www.youtube.com/watch?v=4ovR3FF_6us
https://www.childnet.com/resources/pshe-toolkit/crossing-the-line/sexting/just-send-it


Presenter
Presentation Notes
https://www.youtube.com/watch?v=iofMV1HVQOY

https://www.youtube.com/watch?v=iofMV1HVQOY
https://www.youtube.com/watch?v=kwcL-VP3FYc


Online 
Safety Policy 
& Pupil AUP



Online Safety Policy

‘Any concerns regarding pupils’ use of social 
media, both at home and at school, will be 
dealt with in accordance with existing school 
policies including anti-bullying and behaviour. 
Concerns will also be raised with 
parents/carers as appropriate, particularly 
when concerning underage use of social media 
sites or tools.’ 

‘As soon as pupils arrive at school their mobile 
phones must be switched off; for senior pupils, 
mobiles must be placed in their lockers, for 
Prep pupils phones must be handed into the 
Prep School Office. Phones found outside 
lockers during the hours of 8.20-16.00 will be 
confiscated and given to Head of School, this 
will also result in a Friday detention. Pupils will 
be able to collect their phones at the end of 
the school day. After school activities are 
deemed to be within the school day.‘



Internet filtering and monitoring



Device monitoring apps

Presenter
Presentation Notes
Monitoring Pupil devices at homeThere are now a number of apps and software providers that can help parents take back control and guide their child's internet use.Apps that we are aware of:Family Link app - works on Android devices: �https://play.google.com/store/apps/details?id=com.google.android.apps.kids.familylink&hl=en��Qustodio - works on Apple and Andoid deviceshttps://www.qustodio.com/en/family/how-it-works/��Our Pact - works on Apple and Andoid deviceshttps://ourpact.com/



Device monitoring 
apps

There are now a number of apps and software providers that can help 
parents take back control and guide their child's internet use.

Family Link app - works on Android devices:
https://play.google.com/store/apps/details?id=com.google.android.app
s.kids.familylink&hl=en

Qustodio - works on Apple and Android devices
https://www.qustodio.com/en/family/how-it-works/

Our Pact - works on Apple and Android devices
https://ourpact.com/

Presenter
Presentation Notes
Monitoring Pupil devices at homeThere are now a number of apps and software providers that can help parents take back control and guide their child's internet use.Apps that we are aware of:Family Link app - works on Android devices: �https://play.google.com/store/apps/details?id=com.google.android.apps.kids.familylink&hl=en��Qustodio - works on Apple and Andoid deviceshttps://www.qustodio.com/en/family/how-it-works/��Our Pact - works on Apple and Andoid deviceshttps://ourpact.com/

https://play.google.com/store/apps/details?id=com.google.android.apps.kids.familylink&hl=en
https://www.qustodio.com/en/family/how-it-works/
https://ourpact.com/


iOS family screen time settings once setup
(Google use a similar system called family link)

Lot’s of useful settings like 

Limiting screen time
View accessed websites
Location tracking
Block inappropriate
Prevent installation of apps

We use the Apple configurator for iPads and Microsoft 
Intune for Surface devices to lock down mobile devices, 
within school.



We use Impero software in school to monitor computer usage, there are various ways to this at home.



This is an example of when we view the Impero logs for a school device.



We also use LogRhythm to do deep packet analysis, we can investigate the data at a granular level.



This is an example of some of the categories we filter at school, this is also some thing that it achievable at home. 
You as start this by contacting your ISP or using something called open DNS, there are other options too.



“ Everything that's already in the world when you're born is just 
normal…

Anything that gets invented between then and before you turn 
thirty is incredibly exciting and creative and with any luck you can 
make a career out of it…

Anything that gets invented after you're thirty is against the 
natural order of things and the beginning of the end of civilization 
as we know it until it's been around for about ten years when it 
gradually turns out to be alright really”

Douglas Adams – “Stop worrying and learn to love the internet”



Advice
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